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1 INTRODUCTION

The TCP2RS device server connects serial devices to Ethernet networks using the IP protocol family (TCP for
connection-oriented stream applications and UDP for datagram applications). A few of the different types of serial
devices supported are listed below:

Time/Attendance Clocks and Terminals

ATM Machines

CNC Controllers

Data Collection Devices

Universal Power Supply (UPS) Management Units
Telecommunications Equipment

Data Display Devices

Security Alarms and Access Control Devices

® & 6 6 6 6 o o o

Handheld Instruments
¢ Modems

The TCP2RS connects these devices through a TCP data channel or through a Telnet connection to computers or
another Device Server. Datagrams can be sent by UDP.

1.1 NETWORK PROTOCOLS

The TCP2RS uses IP protocol for network communications. The supported protocols are ARP, UDP, TCP, ICMP,
Telnet, TFTP, DHCP, HTTP, and SNMP. For connections to the serial port, TCP, UDP or Telnet protocols are
used. Firmware updates can be performed using TFTP.

The Internet Protocol (IP) defines addressing, routing, and data block handling over the network. The Transmission
Control Protocol (TCP) assures that no data is lost or duplicated, and that everything sent to the connection arrives
correctly at the target.

For typical datagram applications in which devices interact with other devices without maintaining a point-to-point
connection, User Datagram Protocol (UDP) is used.

1.1.1  PACKING ALGORITHMS

Two software selectable packing algorithms define how and when packets are sent to the network. The standard
algorithm is optimized for applications in which the TCP2RS is used in a local environment, allowing for very small
delays for single characters while keeping the packet count low. The alternate packing algorithm minimizes the
packet count on the network, and is especially useful in applications in a routed Wide Area Network (WAN).
Adjusting parameters in this mode can economize the network data stream.

1.1.2 ETHERNET (MAC) ADDRESS

The Ethernet address is also referred to as the hardware address or the MAC address. The first three bytes of the
Ethernet Address are fixed. The fourth, fifth, and sixth bytes are unique numbers assigned to each TCP2RS.

Tabla 1-1: Sample Ethernet address

00-20-4A-14-01-18 or 00:20:4A:14:01:18

1.1.3 INTERNET PROTOCOL (IP) ADDRESS

Every device connected to an IP network must have a unique IP address. This address is used to reference the
specific TCP2RS. See Appendix F for more information on IP Addressing.

1.1.4 PORT NUMBER

Every TCP connection and every UDP datagram is defined by a destination IP address and a port number. For
example, a Telnet application commonly uses port number 23. A port number is similar to an extension on a PBX
system.
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2 INSTALLATION

This chapter describes the TCP2RS and shows how to install it on a basic network.

2.1 PRODUCT DESCRIPTION
2.1.1  SERIAL INTERFACE

The TCP2RS has a serial port that supports RS-232 and RS-485 serial standards (firmware selectable) up to
115.2 Kbps.

Figura 2-1: Serial interface

m

GND

Rx(RS-232) Tx (RS-232)
A (RS-485) B (RS-485)

2.1.2 NETWORK INTERFACE

The TCP2RS’s contains a reset switch, and an RJ45 10Base-T Ethernet port that supports up to 10 Mbps or
100Base-TX Ethernet port that supports up to 100 Mbps.

Figura 2-2: Network interface

1 Tx+

s -
3 Rx+ I I
6 Rx- [INUNERN]
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2.1.3 PRODUCT INFORMATION LABEL

A product information label is located on the underside of the TCP2RS, and contains the following information
about your specific unit:

¢ Serial Number

¢ Product ID (name)
¢ Product Description
L 2

Ethernet Address (also referred to as Hardware Address or MAC Address)

2.2 INSTALLING THE TCP2RS
The following diagram shows a properly installed TCP2RS.

To install the TCP2RS, complete the following steps in order. Refer to the numbers in the previous figure.
1 Connect a serial device to the TCP2RS.
2 Connect an Ethernet cable to the RJ45 (10BASE-T / 100Base-TX port).

Supply power to the TCP2RS (Note: The required input voltage is 220VAC).

~ @

Supply power to the serial device.
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3 GETTING STARTED

This chapter convers the required steps to get the TCP2RS on-line and working. There are two basic methods
used to log into the TCP2RS and setup the IP address:

¢ Network port login: Make a Telnet connection to the network port (port 9999)

& Serial port login: Connect a terminal or a PC running a terminal emulation program directly to the TCP2RS’s
serial port

It is important to consider the followinf points before logging into and configuring the TCP2RS:
¢ The TCP2RS’s IP address must be configured before a network connection is available

¢ Only one person at a time may be logged nto the configuration port (port 9999). This eliminates the possibility
of several people simultaneously attempting to configure the TCP2RS

¢ Network port logins cannot be disabled. The system manager will always be able to access the unit. However,
this port can be password protected

¢ Only one terminal at a time ca be connected to the serial port (in RS-485 mode, the TCP2RS is capable of
multidrop connections)

3.1 DEFAULT IP ADDRESS

The TCP2RS ships with a default IP address of 192.168.0.25, if you want to use DHCP you have to config IP
0.0.0.0, which automatially enables DHCP within the TCP2RS.

Provided a DHCP server exists on the network, it will supply the TCP2RS with an IP address, gateway address
and subnet mask when the TCP2RS boots up.

This address will not appear in the TCP2RS’s configuration address; howevwe, if you enter Monitor Mode from the
serial port with network connection enabled (see Monitor Mode), and issue the NC command, you will see the
TCP2RS’s IP configuration.

3.2 |P ADDRESS CONFIGURATION

The TCP2RS’s IP address must be configured before a network connection is available. If the IP address was not
set automatically via DHCP, set it now using a network or serial port login and the setup (configuration) menu.

3.21 NETWORK PORT LOGIN (1)

The easiest way for setting up the IP direction of the TCP2RS converter is using the little utility called
TCP2RSSetup that comes with the converter.

First of all we will write down Ethernet address that comes printed on every device label. This address is unique
and different from other network devices. It's the hardware address that every interface has (something like 00-20-
4A-61-05-19).

Into the CD that comes with the converter, there is an utility called TCP2RSSetup. This utility is made for
configuring the IP address of the converter. Steps:

1. Start the program
2. Insert the hardware address that comes with the converter, and desired IP address

3. Press “Config” (this will assign temporarily an IP address to the converter and opens an internet explorer page
for configuring it).

4. Enter desired IP and netmask and press “Send configuration” button.

Note: This utility only links IP address with hardware address, but it is not stored in device’s memory, until we
enters into config mode and update this settings.



_______________________ TCP2RS User's manual Page 7/25

3.22 NETWORK PORT LOGIN (2)

The ARP method is available under UNIX and Windows-based systems. If the TCP2RS has no IP address, it will
set its address from the first directed TCP/IP packet it receives.

1. On a UNIX host, create an entry in the host's ARP table using the intended IP address and the hardware
address og the TCP2RS, which is found on the product label.

Figura 3-1: ARP on UNIX

arp -s 191.12.3.77 00:20:4A:XX:XX:XX

In order for the ARP command to work on Windows, the ARP table on the PC must have at least one IP address
defined other than its own. If the ARP table is empty, the command will return an error message. Type “arp —a” at
the DOS command prompt to verify that there is at least one entry in the ARP table.

If the local machine is the only entry, ping another IP address on your network to build a new entry in the ARP
table; the IP address must be a host other than the machine on which you are working. Once there is at least one
additional entry in the ARP table, use the following command to ARP an IP address to the TCP2RS:

Figura 3-2: ARP on Windows

arp -s 191.12.3.77 00-20-4a-xx-XX—XX

2. Now open a Telnet connection to port 1. The connection will fail quickly, but the TCP2RS will temporarily
change its IP address to the one designated in this step.

Figura 3-3: Telnet to port 1

telnet 191.12.3.77 1

3. Finally, open a Telnet connection to port 9999 and set all required parameters.

Figura 3-4: Telnet to port 9999

telnet 191.12.3.77 9999

Note: This IP address is temporary and will revert to the default vale when the TCP2RS’s power is reset, unless
you log into the TCP2RS and store the changes permanently.

3.2.3 SERIAL PORT LOGIN

1. Connect a console terminal or PC running a terminal emulation program to the TCP2RS’s serial port. The
default serial port settings are 9600 bauds, 8 bits, no parity, 1 stop bit.

2. To enter Setup Mode, cycle the TCP2RS’s power (power off and back on). After power-up the self-test begins
and the red led starts blinking. You have one second to enter three lowercase “x” characters.

Note: The easiest way to enter Setup Mode is to hold down the “x” key at the terminal (or emulation” while
powering up the device.

3. Select 0 (Server Configuration) and follow the prompts until you get to IP address.
4. Enter the new IP address.
5. Select 9 to save the configuration and exit Setup Mode.

6. The TCP2RS performs a power reset.
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4 CONFIGURATION

Certain parameters must be configured before the TCP2RS can function on a network. The TCP2RS can be
locally or remotely configured using the following procedures:

¢ Use a standard web browser to access the TCP2RS’s internal web pages and configure the unit over the
network. This is the easiest and preferred method.

¢ Use a Telnet connection to configure the unit over the network.
& Use a terminal or terminal emulation program to access the serial port locally.

& The TCP2RS’s configuration is stored in non-volatile memory (NVRam), and is retained without power. The
configuration can be changed at any time. The TCP2RS’s performs a reset after the configuration has been
changed and stored.

4.1 NETWORK CONFIGURATION
41.1 USING AWEB BROWSER

If your TCP2RS already has an IP address (see Chapter 3, Getting Started), you can log into it using a standard
Web browser with Java enabled.

1. Type the TCP2RS’s IP address into the web browser’s URL (Address/Location) field.

2. Once you have connected to the TCP2RS, you will see the device web manager interface.

Figura 4-1: Web manager interface

el
Archiva Edicdn Ver Favaros Herramientas Ayuda ‘ n','
Drecdén |@ http://192.168.3.11/ j I
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Configuration Panel
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P Address EAEEN

Subnet mask 00 \@
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Port [fooeT—
| Password

I Change password

Password En \@
Retype password =

Mode

 PowerStudio @ Custom

4

Aditional parameters -
Speed 19200 ¥
Character size e 3l
Paiity [Nore ]
Stopbits I
Serial protocol [elrDuglex =] \@
Comnection |
RomotePaddress. 000
Remote port T
Startup [Nosctvecomectonstarn 7]
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Send configuration 0
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Section 1: TCP2RS converter information.

- Product: Device name.

- Name: Device description.

- Firmware version: Internal program version number.

- Hardware address: Hardware address or MAC address.

Section 2: Network parameters.

- IP address : Direction IP that will be assigned to the converter.

- Subnet mask: Mask of network (equal to the network where the converter will be connected).
- Gateway address: Gateway (in case it is connected to an external network).

- Port: Converter port number

Section 3: Password (It allows to establish a password to the internal web page).
- Password: Password of the internal web page.
- Retype password: To repeat password for verification.

Section 4: Mode (operation mode according to program or customized).
- Power Studio: Circutor program.
- Custom: It allows to modify the communication parameters according to the application.

Section 5: Aditional parameters.

- Speed: Transmission speed.

- Character size: Data bits.

- Parity: Parity.

- Stopbits: Stop bits.

- Serial protocol: Full-duplex or Half-duplex.

- Connection: Network protocol (TCP or UDP).

- Remote IP address: Remote converter IP address.

- Remote port: Remote converter port number.

- Startup: Beginning of communication between two converters TCP2RS (only TCP connection).
- Packing time (ms): Delay time before sending of characters.

4.1.2 USING A TELNET CONNECTION

To configure the TCP2RS over the network, establish a Telnet connection to port 9999. For Windows, open a MS-
DOS command window and enter the following command:

Figura 4-2: Network login using Telnet

telnet x.x.x.x 9999

4.2 SERIAL CONFIGURATION

For local configuration, a terminal or a PC running a terminal emulation program can be connected to the
TCP2RS’s serial port. The terminal (or emulation) should be configured for 9600 baud, 8-bit, no parity, 1 stop bit
and without flow control.

To enter Setup (configuration) Mode, cycle the TCP2RS’s power (power off and back on). After power-up, the self-
test begins and the Diagnostic and Status LEDs start blinking. You must enter three lowercase "x" characters (xxx)
within one second after powering up in order to start the configuration mode.

Note: The easiest way to enter Setup Mode is to hold down the "x" key on your keyboard while powering up
the TCP2RS.

4.3 CONFIGURATION PARAMETERS

After entering Setup Mode (confirm by typing Enter), you can configure the parameters by entering one of the
numbers on the Change Setup Menu, or you can confirm default values by typing Enter. Be sure to store the new
configurations when you are finished. The TCP2RS will then perform a power reset.

Figura 4-3: Setup mode screen

MAC address 00204A84B94A
Software version 01.8 (040806) XPT485
AES library version 1.8.2.1
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Press Enter to go into Setup Mode

*** basic parameters
Hardware: Ethernet TPI
IP addr 192.168.3.11, no gateway set,netmask 255.255.000.000

*** Security

SNMP is enabled
SNMP Community Name: public

Telnet Setup is enabled
TFTP Download is enabled
Port 77FEh is enabled
Web Server is enabled
ECHO is disabled
Encryption is disabled
Enhanced Password is disabled
Port 77FO0h is enabled

*** Channel 1

Baudrate 9600, I/F Mode 4C, Flow 00
Port 10001

Datagram Type 01

Pack Cntrl: 00

Remote IP Adr: --- none ---, Port 00000

***x Expert

TCP Keepalive : 45s

ARP cache timeout: 600s

High CPU performance: disabled

Monitor Mode @ bootup : enabled
RS485 tx enable : active high

HTTP Port Number : 80

SMTP Port Number : 25

KA Kk hkkxFkkhkxxkk Fomgi] FFAAAXF Ak hxxkkhhx

Mail server: 0.0.0.0
Unit

Domain

Recipient 1:
Recipient 2:

*** Trigger 1
Serial Sequence: 00,00

CPl: X

CP2: X

CP3: X

Message

Priority: L

Min. notification interval: 1 s
Re-notification interval : 0 s

*** Trigger 2
Serial Sequence: 00,00

CPl: X

Cp2: X

CP3: X

Message

Priority: L

Min. notification interval: 1 s
Re-notification interval =: 0 s

*** Trigger 3

Serial Sequence: 00,00
CPl: X

CpP2: X
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CP3:

X

Message :
Priority: L

Min. 1
Re-notification interval : 0O

notification interval: S
s

Change Setup:

0

O o0 Joy Ul W

Server

Channel 1

E-mail

Expert

Security

Factory defaults

Exit without save

Save and exit Your choice ?

Configuration options:

0 Server

1 Channel 1

6 Security

7 Factory defaults
8 Exit without save
9 Save and exit

IP Address : (192).(168).(003).(011)

Set Gateway IP Address (N) N

Netmask: Number of Bits for Host Part (O=default) (16)
Change telnet config password (N) N

Baudrate (9600) ?

I/F Mode (4C) ?

Flow (00) ?

Port No (10001) ?
ConnectMode (CC) ?
Datagram Type (01) ?
Remote IP Address : (000) .(000) .(000) .(000)
Remote Port (0) ?
Pack Cntrl (00) ?
SendChar 1 (00) ?
SendChar 2 (00) ?

SNMP Community Name (public):
Disable Telnet Setup (N) N

Disable TFTP Firmware Update (N) N
Disable Port 77FEh (N) N

Disable Web Server (N) N

Disable ECHO ports (Y) Y

Enable Encryption (N) N

Enable Enhanced Password (N) N
Disable Port 77F0Oh (N) N

4.4 SERVER CONFIGURATION

Select 0 to configure the TCP2RS’s basic parameters.

441 |P ADDRESS
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The IP address must be set to a unique value in your network. See Appendix F for more information about IP

addressing.

Note: The TCP2RS cannot connect to the network if the assigned IP address is already in use by another

device.

442 GATEWAY ADDRESS

The gateway address, or router, allows communication to other LAN segments. The gateway address should be

the IP address of the router connected to the same LAN segment as the TCP2RS.

Note: The gateway address must be within the local network.
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443 NETMASK
A netmask defines the number of bits taken from the IP address that are assigned for the host section.

Note: Class A: 24 bits; Class B: 16 bits; Class C: 8 bits.

The TCP2RS prompts for the number of host bits to be entered, then calculates the netmask, which is displayed in
standard decimal-dot notation when the saved parameters are displayed (for example, 255.255.255.0).

4.44 TELNET CONFIGURATION PASSWORD

Setting the Telnet configuration password prevents unauthorized access of the setup menu via a Telnet connection
to port 9999. The password is limited to 4 characters.

Note: No password is required to access the setup menu via a serial connection.

4.5 SERIAL CHANNEL (PORT) CONFIGURATION

Select 1 to configure the TCP2RS’s channel-specific parameters.

451 BAUD RATE

The TCP2RS and attached serial device, such as a modem, must agree on a speed or baud rate to use for the
serial connection. Valid baud rates are 300, 600, 1200, 2400, 4800, 9600 (default), 19200, 38400, 57600, and
115200 bits per second.

4.5.2 INTERFACE MODE

The Interface (I/F) mode is a bit-coded byte entered in hexadecimal notation.

Tabla 4-4: Interface Mode options

Option Bit7/6|5[4(3[|2[1]0
RS-232C 0|0
RS-485 2-wire
7 Bits 110
8 Bits 111
No parity 0]0
Event parity
Odd parity 011
1 Stop bits 0 1
2 Stop bits 1 1

—_
—_

—_
—_

The following table demonstrates how to build some common Interface Mode settings:

Tabla 4-5: Common Interface Mode settings

Option Binary |Hex
RS-232C, 8-bit, No Parity, 1 stop bit 0100 1100 | 4C
RS-232C, 7-bit, Even Parity, 1 stop bit 01111000 | 78
RS-485 2-Wire, 8-bit, No Parity, 1 stop bit 0100 1111 | 4F
RS-422, 8-bit, Odd Parity, 2 stop bits 1101 1101 | DD

Note: See Appendix B for more information on converting binary values to hexadecimal format.

453 FLOW CONTROL

Flow control sets the local handshake method for stopping serial input/output. Generally, flow control is not
required if the connection is used to pass a blocked protocol with block sizes less than 1k (ACK/NAK).

Tabla 4-6: Flow control options

[Option [ Hex |
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[No flow control [ 00 |

454 PORT NUMBER

The setting represents the source port number in TCP connections, and is the number used to identify the channel
for remote initiating connections. Range: 1-65535.

Note: Port numbers 0, 7, and 9999 are reserved. Port numbers 14000-14009 are reserved for use with the
Comm Port Redirector application (see Comm Port Redirector).

If the UDP mode is selected, the port number functions as the UDP source port number for outgoing datagrams.
Datagrams sent to the TCP2RS with this port number are received to this channel.

455 CONNECT MODE

Connect Mode defines how the TCP2RS makes a connection, and how it reacts to incoming connections over the
network.

Tabla 4-7: Connect mode options

Option Bit7(6|5[(4]|3[|2|1]0
Incoming connection
Never accept incoming 0 |0
IAccept incoming with DTR 0
IAccept unconditional 1
Response
Nothing 0
Character response (C=conn, 1
D=disconn, N=unreachable)
Startup

No active startup

\With any character

\With active DTR

\With CR (0x0D) only
Manual connection
IAutostart

Datagram type

Directed UDP 1111010
Modem mode
\With Echo
\Without Echo 0

o

-
o

oO|o|0|o|o|o
el el (=l (=] (=] =]
(o] e P P (o] [e)
=10~ |O|=|O

—_

o|o
o|o

Note: See Appendix B for information on converting binary values to hexadecimal format.

4551 Manual connection

If manual connection startup is configured (C + address/port), only the portion not provided in the command string
is used. In manual mode, the last byte of the address must be provided.

For example, if the TCP2RS’s configured remote IP address is 129.1.2.3 and the TCP port number is 1234:

Tabla 4-8: Manual connection address example

Command string Result

C121.2.4.5/1 Complete override; connection is started with host
121.2.4.5, port 1

C5 Connect to 129.1.2.5, port 1234

C28.10/12 Connect to 129.1.28.10, port 12

4.5.5.2 Autostart (automatic connection)

For the serial port, automatic TCP connection to a network node can be configured by setting the remote IP
address and the TCP port number parameters. If automatic connection is selected, all parameters must be
provided.

455.3 Datagram type

When selecting this option, you will be prompted for the Datagram type. Enter 01 for directed UDP.
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4554 Modem (emulation) mode

In Modem mode, the TCP2RS presents a modem interface to the attached serial device. It accepts AT-style
modem commands, and handles the modem signals correctly.

Normally there is a modem connected to a local PC and a modem connected to a remote machine. A user must
dial from the local PC to the remote machine, accumulating phone charges for each connection. Modem mode
allows you to replace modems with TCP2RS, and to use an Ethernet connection instead of a phone call, without
having to change communications applications and make potentially expensive phone calls.

Note: If the TCP2RS is in Modem mode and the serial port is idle, the TCP2RS can still accept network TCP
connections to the serial port if Connect mode is set to C6 (no echo) or D6 (echo).

Modem mode is selected by setting the connect mode to 06 (no echo) or 16 (echo).

Tabla 4-9: Modem mode commands

Command Function

IATDTX.X.X.X,pppp Makes a connection to an IP address (x.x.x.x) and a remote|

ATDTX.X.X-X/pppp port number (pppp)-

IATDTX.X.X.X Makes a connection to an IP address (x.x.x.x) and a remote|
port number defined within the TCP2RS.

IATDO0.0.0.0 Forces the TCP2RS into monitor mode if a remote IP
address and port number are defined within the TCP2RS.

ATD Forces the TCP2RS into monitor mode is aremote IP
address and port number are not defined within the
TCP2RS.

IATDX.X.X.X Makes a connection to an IP address (x.x.x.x) and the
remote port number defined within the TCP2RS.

ATH Hangs up the connection (Entered as +++ATH).

Note: All other AT commands with Modem mode set to 16 acknowledge with an OK, but no action is taken.

456 REMOTE IP ADDRESS

Selecting Autostart (automatic connection) in Connect mode makes a connection to this IP address on the
network. This is the destination IP address used with an outgoing connection.

457 REMOTE PORT

The remote TCP port number must be set to use automatic connections. This parameter defines the port number
on the target host to which a connection is attempted.

Note: To connect an ASCII terminal to a host using the TCP2RS for login purposes, use the remote port
number 23 (Internet standard port number for Telnet services).

458 PACKCONTROL

Alternate packing algorithm settings are enabled in Flush mode. Set this value to 00 if specific functions are not
needed.

Tabla 4-10: Pack control options

Option Bit7/6|5|/4|3]|2

Idle time

Force transmit: 12ms
Force transmit: 52ms
Force transmit: 250ms
Force transmit: 5sec
Trailing characters

-
o

alalo|lo
e (=l (=)

None 0
One 0f1
[Two 1
Send characters

Enable 1

Send immediately after sendchars 1

Note: See Appendix B for information on converting binary values to hexadecimal format.
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4.5.8.1 Idletime

Idle time to "Force transmit" defines how long the TCP2RS should wait before sending accumulated characters,
regardless of the recognition of send characters.

45.8.2 Trailing characters

In some applications, CRC, Checksum, or other trailing characters follow the end-of-sequence character; this
option helps to adapt frame transmission to the frame boundary.

4.5.8.3 Send characters

If send characters are enabled, the TCP2RS interprets the sendchars as a 2-byte sequence; if not set, they are
interpreted independently.

If "Send Immediately After Characters" is not set, any characters already in the serial buffer are included in the
transmission after a “transmit” condition is found. If set, the TCP2RS sends immediately after recognizing the
transmit condition (sendchar or timeout).

Note:A transmission might occur if status information needs to be exchanged or an acknowledgment needs
to be sent.

459 SEND CHARACTERS

You can enter up to two characters in hexadecimal representation in the parameters “sendchar”. If a character
received on the serial line matches one of these characters, it is sent immediately, along with any awaiting
characters, to the TCP connection. This minimizes the response time for specific protocol characters on the serial
line (for example, ETX, EOT, etc.). Setting the first sendchar to 00 disables the recognition of the characters.

Alternatively, the two characters can be interpreted as a sequence (see Pack Control).

46 FACTORY DEFAULT SETTINGS

Select 7 to reset the TCP2RS’s serial port to the factory default settings. The server configurations remain
unchanged.

4.7 EXIT CONFIGURATION MODE

Select 8 to exit the configuration mode without saving any changes, or select 9 to exit and save all changes. All
alues are stored in nonvolatile memory, and the TCP2RS resets.
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5 USING THE TCP2RS
5.1 COMM PORT REDIRECTOR

The Comm Port Redirector application allows PCs to share modems and other serial devices connected to a
TCP2RS using Windows-based applications. The Comm Port Redirector intercepts communications to specified
COM ports and sends them over an IP network connection to the TCP2RS’s serial port. This enables the PC to
use the TCP2RS’s serial port as if it were one of the PC’s COM ports. Using their existing communications
software, users can dial out to a remote host through a modem connected to the TCP2RS.

5.1.1 REDIRECTOR SETUP

To setup the Comm Port Redirector software:

1. Install the Redirector software. The software and installation instructions are included on the distribution discs.

2. In the Redirector’s configuration screen, select Port Setup and add as many COM ports as you need (for
example, on for each TCP2RS).

3. Under each port, select Add IP, and enter the IP address (Host) of the TCP2RS that you want to assign to that
port, and a number between 3000 and 3009 (TCPPort).

Note: Remember the TCPPort number. You will need it to configure the TCP2RS.

4. Save the configuration and reboot your PC.

5.1.2 TCP2RS CONFIGURATION
The following procedure should be repeated for each TCP2RS defined in the Redirector setup, above.

1. Enter the TCP2RS’s setup (configuration) mode.

2. Set the Port Number to a value that is 11000 higher than the TCPPort number selected in the Redirector
setup, above (for example, if the TCPPort number was 3005, set the TCP2RS’s Port Number to 14005).

3. Save the configuration and exit Setup mode.

Note: When using the Redirector, the TCP2RS does not change its serial port configuration to match the PC
application’s serial settings. Ensure that the TCP2RS serial port’s configuration matches the configuration of
your serial device.

5.2 MONITOR MODE

Monitor Mode is a command-line interface used for diagnostic purposes (see Table 5-2: Monitor Mode
Commands). There are two ways to enter Monitor Mode: locally via the serial port or remotely via the network.

5.2.1 VIATHE SERIAL PORT

To enter Monitor mode locally:
1. Follow the same principals used in setting the serial configuration parameters (see Serial configuration).

Instead of typing three “x” keys, however, type xx1 to enter Monitor mode with network connections.
Type xx2 or yyy to enter Monitor mode without network connections.
2. A 0> prompt indicates that you have successfully entered Monitor mode.

522 VIATHE NETWORK

To enter Monitor mode using a Telnet connection:

1. First establish a Telnet session. The following message appears:
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Figura 5-1: Entering Monitor mode via the network

MAC address

Software version 01.8

AES library

Press Enter to go into Setup Mode

00204A84B94A

version 1.8.2.1

(040806) XPT485

2. Type M (en upper case).

3. A 0> prompt indicates that you have successfully entered Monitor mode.

5.2.3

MONITOR MODE COMMANDS
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The following commands are available in Monitor Mode. Many commands have an IP address as an optional
parameter (x.x.x.x). If the IP address is given, the command is applied to another Device Server with that IP
address. If no IP address is given, the command is executed locally.

Note: All commands must be given in capital letters, with blank spaces between the parameters.

Tabla 5-2: Monitor mode commands

Command Command name Function

VS X.X.X.X \Version Query software header record (16-byte)
of Device Server with IP address
X.X.X.X

GC X.X.X.X Get Configuration Get configuration of Device Server with
IP address x.x.x.x as hex records

SC X.X.X.X Send Configuration Set configuration of Device Server with
IP address x.x.x.x from hex records

Pl X.X.X.X Ping Ping Device Server with IP address]
x.X.X.X to check device status

AT IARP Table Show the TCP2RS’s ARP table entries

TT 'TCP Connection Table Shows all incoming and outgoing TCP|
connections (used only with monitor
mode)

NC Network Connection Shows the TCP2RS’s IP configuration

RS Reset Resets the TCP2RS’s power

S| x.x.x.x:n.n.n.n|Send/Set IP Address Remotely assign an IP address to a
Device Server, where x.x.x.x is the new|
IP address and n.n.n.n is the remote]
Device Server’s serial number written
twice

QU Quit Exit diagnostics mode

Entering any of the commands listed above will generate one of the following command response codes:

Tabla 5-3: Commands response codes

Response [Meaning

0> OK; no error.

1> No answer from remote device.

2> Cannot reach remote device or no
answer.

8> \Wrong parameters.

9> Invalid command.
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A CONTACT INFORMATION

If you are experiencing an error that is not listed in Appendix B, or if you are unable to fix the error, there are a
number of other troubleshooting options:

¢ Look on the discs that were included in your package for additional documentation and support information

& Look on the Circutor Web site for technical FAQs and documentation updates.

¢ For information pertaining to your system’s configuration, refer to your system’s documentation or technical
support. For example, for specific questions about the Microsoft Windows Operating System, refer to the

Microsoft Knowledge Base Web site at www.support.microsoft.com/directory.

¢ Contact your dealer or Circutor Technical Support at +34 937452900. Technical Support is also available via
Internet email at central@circutor.com.

A.1 PROBLEM REPORT PROCEDURE

When you report a problem, please provide the following information:
& Your company name, address, and phone number
¢ Serial number
& Software version

Network configuration

Description of the problem

* & o

Status of the unit when the problem occurred (please try to include information on user and network activity
at the time of the problem)

A.2 FULL CONTACT INFORMATION

Vial Sant Jordi, s/n

08232 Viladecavalls (Barcelona) — SPAIN
Teléfono: (+34) 93 745 29 00

Fax: (+34) 93 745 29 14

e-mail: central@circutor.es

web: www.circutor.com
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B BINARY TO HEXADECIMAL CONVERSION

Many of the TCP2RS’s configuration procedures require you to assemble a series of options (represented as bits)
into a complete command (represented as a byte). The resulting binary value must be converted to a hexadecimal
representation.

Hexadecimal digits have values ranging from 0 to F, which are represented as 0-9, A (for 10), B (for 11), etc. To
convert a binary value (for example, 0010 0011) to a hexadecimal representation, the upper and lower four bits are
treated separately, resulting in a two-digit hexadecimal number (in this case, 4C).

Use the following table to convert values from binary to hexadecimal.

Tabla B-1: Binary to hexadecimal conversion table

Decimal | Binary | Hex
0 0000 0
1 0001 1
2 0010 2
3 0011 3
4 0100 4
5 0101 5
6 0110 6
7 0111 7
8 1000 8
9 1001 9
10 1010 A
11 1011 B
12 1100 C
13 1101 D
14 1110 E
15 1111 F
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C PINOUTS

Figura C-1: Esquema general

A1-A2 110 Vac /230 Vac

POWER - Supply indicator
RX - Data reception indicator
TX - Data transmit indicator

RESET
Oprower

@~ RS485
@

RS232
SERIAL W
&@rimurna - TCP2RS I
1 Tx+ —_—

GND

Rx(RS-232) Tx (R$-232)
A (RS-485) B (RS-485)

0000
=

C.1 ETHERNET CONNECTOR

Figura C-2: Network interface

1 - Txt
2 - Tx-
32 - Rxt
& - Rx-

Figura C-3: Serial interface

GND

Rx(RS-232) Tx (RS-232)
A (RS-485) B (RS-485)

C.2 SERIAL CONNECTOR
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C.3 SERIAL AND ETHERNET WIRES

* Standard serial wire

Connections diagram of an standard serial wire for connecting any RS-232 serial device to the TCP2RS.

User's manual

Figura C-4: Serial wire with male connector

O
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O

Figura C-5: Serial wire with female connector

* Standard Ethernet wire

O
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O
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Connections diagram, of a Cat.5 Ethernet wire, for connecting any Ethernet device (like TCP2RS) to a HUB.
(We will connect each wire ends with the same colours configuration, trying to take pins 1 and 2 (ex. Orange -
Orange/White) and pins 3 and 6 (ex. Green — Green/White) like a twisted pair)

Example:

1- Orange 5- Blue/White
2- Orange/White 6- Green/White
3- Green 7- Brown

4- Blue 8- Brown/White
* Direct Ethernet wire

1 1
LR EPEERRY 2
3 3
4 4
Bememmmmmenn 5
B 6
7 7
B 8

Connections Diagram of a Cat.5 Ethernet wire for connecting any Ethernet device (like TCP2RS) directly to

another like a PC.

(What we have to do is to take the transmission wires of one end, and link it with the reception pins of the other
end. Pins 1 and 2 are for transmission, and pins 3 and 6 for reception. We will connect 1 and 2 of one end (ex.
Orange —Orange/White) with 3 and 6 of the other end, and 3 and 6 of the first end (ex. Green — Green/White) with
pins 1 and 2 of the other end). We ha to try to take a twisted pair for transmission and another for reception.

Example:

WIRE END 1

1- Orange

2- Orange/White
3- Green

4- Blue

5- Blue/White

6- Green/White
7- Brown

8- Brown/White

WIRE END 2

1- Green

2- Green/White
3- Orange

4- Blue

5- Blue/White

6- Orange/White
7- Brown

8- Brown/White

ONOO AP WN -~

ONO A WN -
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D UPDATING FIRMWARE
D.1 OBTAINING FIRMWARE

Current firmware files are available on the distribution CD.

D.2 RELOADING FIRMWARE
You can also update the TCP2RS’s internal Web interface via TFTP.

D.21 VIATFTP

From the MS-DOS command line with the tftp.exe command, available in versions 2000, XP and NT of Windows,
can be sent firmware to the converter. They must type following commands-line:

tftp.exe —i 192.168.0.25 PUT x485_180.rom X3

tftp.exe —i 192.168.0.25 PUT circutor1.cob WEB1
tftp.exe —i 192.168.0.25 PUT circutor2.cob WEB2

The TCP2RS performs a power reset after the configuration has been changed and stored.
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E TECHNICAL SPECIFICATIONS

Power supply

Input voltage 110 Vac / 230 Vac +/-15% - 155 Vdc / 325 Vdc +/-10%

Power 2 VA

Frequency 50 /60 Hz

Network interface

Interface Ethernet 10Base-T / 100Base-TX (auto-sensing)

Connector RJ45

Protocols TCP/IP, UDP/IP, ARP, ICMP, SNMP, TFTP, Telnet, DHCP, BOOTP,

HTTP and AutolP

Serial interface
Interface RS-232 or RS-485 (hardware selectable)
Data rates Software selectable

Indicators (LED)

POWER Power supply

RX/TX RS-232 or RS-485 signal
Environmental

Working temperature 0°C to +60°C

Protection P20

Dimensions
Dimensions 35,49 x 84,68 x 73 mm

F IP ADDRESSING

Every device connected to a TCP/IP network must have a unique IP (Internet Protocol) address. This address is
used to reference the specific device; for example, to build a connection to the TCP2RS'’s serial port.

An IP address is a 32-bit value divided into four octets of eight bits each. The standard representation is four
decimal numbers (0-255) divided by dots (decimal dot notation).

Figura F-1: Sample IP address

192.2.12.123 (or 192.002.012.123)

The IP address is divided into two parts: network and host. To support different needs, three network classes have
been defined. In the following, "x" stands for the host part of the IP address.

F.1 CLASS A NETWORK
IP address 1.x.x.x to 127.x.X.x

The first byte defines the host, and the last three bytes define the network. Only 127 different Class A networks
exist, and each can consist of up to 16,777,216 devices.

Figura F-2: Sample Class A network IP address

10.0.0.1 (red 10, host 0.0.1)
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F.2 CLASS B NETWORK
IP address 128.0.x.x to 191.255.x.x

The first two bytes define the host, and the last two bytes define the network. Class B networks are typically used
for large company networks, and each can consist of up to 65,534 devices.

Figura F-3: Sample Class B network IP address

172.1.3.2 (red 172.1, host 3.2)

F.3 CLASS C NETWORK
IP address 192.0.0.x to 223.255.255.x

The first three bytes define the host, and the last byte defines the network. Class C networks are the most common
and are often used in smaller companies. Each network can consist of up to 254 hosts.

Figura F-4: Sample Class C network | Paddress

192.7.1.9 (red 192.7.1, host 9)

F.4 CLASS D NETWORK
IP address 224 .x.x.x to 239.x.x.x

These addresses are used as multicast addresses.

F.5 CLASS E NETWORK
IP address 239.x.x.x to 254 .x.x.x

These addresses are reserved.

F.6 NETWORK ADDRESS

A host address with all host bits set to 0 addresses the network as a whole (for example, in routing entries).

Figura F-5: Sample network address

192.168.0.0

F.7 BROADCAST ADDRESS

A host address with all host bits set to 1 is the broadcast address, meaning for “for every station.”

Figura F-6: Direccion ejemplo de broadcast

192.168.0.255

Network and broadcast addresses must not be used as a host address; for example, 192.168.0.0 identifies the

Entire network, and 192.168.0.255 identifies the broadcast address.

F.8 IP NETMASK

A netmask divides IP address differently than the standards defined by the classes A, B, and C. A netmask defines
the number of bits to be taken from the IP address as the network or host sections. The TCP2RS prompts for the
number of host bits to be entered and then calculates the netmask, which is displayed in standard decimal-dot
notation (for example, 255.255.255.0) when saved parameters are displayed.
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Tabla F-7: Standard IP network netmasks

Network class [Network bits| Host bits |[Netmask

A 8 24 255.0.0.0

B 16 16 255.255.0.0

C 24 8 255.255.255.0

Tabla F-8: Netmask examples

Netmask

Host bits

255.255.255.252

255.255.255.248

255.255.255.240

255.255.255.224

255.255.255.192

255.255.255.128

255.255.255.0

255.255.254.0

255.255.252.0

255.255.248.0

Zlolo|o|N|o|u|s|w|n

255.128.0.0

255.0.0.0

24

F.9 PRIVATE IP NETWORKS AND INTERNET

If your network is not and will not be connected to the Internet, you may use any IP address. If your network is
connected or will be connected to the Internet, or if you intend to operate the TCP2RS on an intranet, you should
use one of the reserved sub-networks. Consult your network administrator with questions about IP address

assignment.

F.10 NETWORK RFCS
For more information about IP addresses, refer to the following documents, which can be located on the World

Wide Web using one of the following directories or indices:

¢ RFC 950

RFC 1700 Assigned Numbers

*
¢ RFC 1117
*

RFC 1597 Address Allocation for Private Networks

Internet Numbers

Internet Standard Subnetting Procedure
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